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jfO{kmfO{ x6:k6 ;~rfng ;DaGwL ljlgodfjnL, @)&% 
 

k|:tfjgfM ;fj{hlgs :yfgx?df jfO{kmfO{ x6:k6sf] a[xQ/ k|of]u a9\b} ubf{, ;Fu;Fu} 
o;sf] b"?kof]u klg a9\g] / o;sf] k|of]un] ;'/Iff vt/f klg lgDTofpg] ePsf]n] 
o;sf] b"?kof]u /f]Sg / ;'/IffnfO{ ;'b[9 agfpg jf~5gLo ePsf]n], 

b"/;~rf/ P]g, @)%# sf] bkmf %@ n] lbPsf] clwsf/ k|of]u u/L g]kfn 
b"/;~rf/ k|flws/0fn] b]xfosf ljlgodx? agfPsf] 5 .  
 

!= ;+lIfKt gfd / k|f/De M -!_ oL ljlgodx?sf] gfd “jfO{kmfO{ x6:k6 ;~rfng 

;DaGwL ljlgodfjnL, @)&%Æ /x]sf] 5 . 

-@_ of] ljlgodfjnL t'?Gt k|f/De x'g]5 .  
 

@= kl/efiff M ljifo jf k|;Ën] csf{] cy{ gnfu]df o; ljlgodfjnLdf,– 

-s_ æcg'dltkqÆ eGgfn] b"/;~rf/ P]gsf] bkmf @$ adf]lhd 
b"/;~rf/ ;]jf ;~rfng ug{ lbO{Psf] cg'dltkq ;Demg' k5{ .  

-v_ æcg'dltkq k|fKt JolQmÆ eGgfn] b"/;~rf/ P]gsf] bkmf @$ 
adf]lhd b"/;~rf/ ;]jf ;~rfng ug{ cg'dltkq kfPsf] JolQm 
;Demg' k5{ .  

-u_ æP]gÆ eGgfn] b"/;~rf/ P]g, @)%# ;Demg' k5{ . 

-3_ æk|flws/0fÆ eGgfn] g]kfn b"/;~rf/ k|flws/0f ;Demg' k5{ . 

-ª_ ælglZrt If]q jf kl/lwÆ eGgfn] s'g} ejg jf ;f] ejgn] 
cf]u6]sf] 3/ sDkfp08, a;kfs{, ljdfg:yn, c:ktfn, /]:6'/]G6, 
;lkªdn, pBfg, au}+rf cflb ;fj{hlgs :ynn] cf]u6]sf] 
lglZrt If]qkmn ePsf] :yfg ;Demg' k5{ . 

-r_ “jfO{kmfO{ x6:k6” eGgfn] OG6/g]6 ;]jf k|bfosx? cfkm}n] jf 

;]jf k|bfossf u|fxsx?n] s'g} lglZrt If]q jf kl/lw leq 
;j{;fw/0f ;j}nfO{ OG6/g]6 ;]jfdf kx'Frdf k'/ofpg jfO{kmfO{ 
k|ljlwsf] k|of]u u/L :yfkgf u/]sf] tf//lxt k|0ffnL ;Demg' k5{. 

-r_ æs]Gb|Lo k|0ffnLÆ eGgfn] jfO{kmfO{ x6:k6sf] dfWodaf6 OG6/g]6 
;]jf pknAw u/fpg OG6/g]6 ;]jf k|bfos sDkgLx? cfkm}+n] Jff 
OG6/g]6 ;]jf k|bfossf u|fxsx?n] To:tf] OG6/g]6 ;]jf 
k|of]ustf{sf] kl~hs/0f tyf k|df0fLs/0f ug{,  OG6/g]6 k|of]u 
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ubf{ ;'/Iffsf] b[li6sf]0fn] ;+slnt ljj/0fx? ;'/lIft tj/n] 
e08f/ ug{ :yfkgf u/]sf] k|0ffnL ;Demg' k5{ . 

 

#= u|fxs;Fu ;Demf}tfsf ug'{kg]{ M jfO{kmfO{ x6:k6 ;~rfng ug]{ OG6/g]6 ;]jfsf 
u|fxs;Fu OG6/g]6 ;]jf k|bfosn] of] ljlgdfjnLsf zt{x? kfngf ug]{ u/L 
;Demf}tf ug'{ kg]{5 . 

 
$= k|of]ustf{x?sf] kl~hs/0f tyf k|dfl0fs/0f k|0ffnLsf] Joj:yf ug]{M -!_ 

OG6/g]6 ;]jf k|bfos cfFkm}n] jf ;]jf k|bfossf u|fxsn] s'g} lglZrt If]qleq 
jfO{kmfO{ x6:k6 :yfkgf u/L OG6/g]6 ;]jf k|bfg ubf{ s]Gb|Lo k|0ffnLsf] lgdf{0f 
ug'{ kg]{5 . 

-@_ pkljlgod -!_ adf]lhdsf] s]Gb|Lo k|0ffnLdf k|of]ustf{x?sf] 
kl~hs/0f ug]{ / k|df0fLs/0f ug]{ Joj:yf ldnfpg' kg]{5 .      

  -#_ pkljlgod -!_ cg';f/ s]Gb|Lo k|0ffnLdf kl~hs/0f ug{sf nflu 
;'/lIft s]kl6e j]e kf]6{n lgdf{0f u/L jfO{kmfO{ k|of]u ug{ rfxg] k|of]ustf{sf] 
gfd / df]jfO{n kmf]g gDa/ jf gful/stf gDa/ jf cGo kl/rokqaf6 klxrfg 
v'Ng] ljj/0fx? eg{ nufpg' kg]{5 .  

-$_ pkljlgod -#_ adf]lhd k|fKt x'g cfPsf] kmf]g gDa/df Ps 
;dodf Ps k6sdfq k|of]u ug{ ;Sg] kf;j8{ (One-Time Password) 
P;=Pd=P;= jf cGo s'g} dfWodaf6 k7fpg] / To:tf] kf;j8{ kfpg] Ps 
hgfn] dfq nuOg(Login) ug{ ;Sg] Joj:yf ug'{ kg]{5 . 

-%_  pkljlgod -#_ adf]lhd lgdf{0f ul/Psf ;'/lIft s]kl6e j]e 
kf]6{ndf jfO{kmfO{ x6:k6 k|of]u ;DaGwL ;Demf}tfsf zt{x? k|of]ustf{nfO{ 
hfgsf/L u/fpg' kg]{5 . o;/L jfO{kmfO{ dfkm{t OG6/g]6 ;]jf pknAw u/fpg' 
k"j{ k|of]ustf{;Fu ;Demf}tf ug'{ kg]{5 .  

-^_ ljb]zL gful/sx?sf] xsdf :yfgLo df]jfO{n gDa/ jf af]l8{ª kf; 
jf /fxbfgLsf] ljj/0f s]Gb|Lo k|0ffnLdf ;+sng eO{;s]kl5 ;f] sf] cfwf/df 
kl~hs/0f tyf k|df0fLs/0f u/]/ kf;j8{ pknAw u/fO{ jfO{kmfO{ x6:k6 dfkm{t 
OG6/g]6 ;]jf k|of]u ug{ lbg ;lsg]5 .  

 
%= lglZrt ;dofjwLsf] nflu jf lglZrt dfqfdf ;]jf pknAw u/fpg' kg]{M -!_ 

;fj{hlgs :yfgdf jfO{kmfO{ x6:k6 :yfkgf u/L OG6/g]6 ;]jf k|bfg ubf{ 
k|of]ustf{n] jfO{kmfO{ x6:k6df nuOg(Login) u/]kl5 Ps k6sdf lglZrt 
;dofjlwsf] nflu jf dfqfdf dfq ;]jf k|of]u ug{ ;Sg] Joj:yf ug'{ kg{]]5 . 

-@_ pkljlgod -!_ cg';f/ ;]jf k|bfg ubf{ ;a} k|of]ustf{x?n] ;dfg 
?kdf ;]jf k|of]u ug{ ;Sg] u/L Joj:yf ldnfpg' kg]{5 .  
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^= hfgsf/L u/fpg'kg]{M jfO{kmfO{ x6:k6 ;~rfng ul/Psf] :yfgdf ;a}n] b]Vg 
;Sg] u/L jfO{kmfO{ pknAw /x]sf] If]q tyf jfO{kmfO{df s;/L nuOg ug]{ ;f] 
af/]df hfgsf/L pknAw u/fpg' kg]{5 .  

 
&= ;'/lIft tj/n] ;]jf pknAw u/fpg]M -!_ ;]jf k|bfg ug{ k|of]u ul/g] PS;]; 

KjfOG6x?sf] sf/vfgfaf6 k"j{lgwf{l/t ;]l6ªx? (Factory Default Settings) 
-h:t} cfO{=lk=P8]«;, P8ldg kf;j8{ cflb_nfO{ cfjZostf cg';f/ kl/jt{g 
u/L 7Ls t/Lsfn] sglkmu/(Configure) ug'{ kg]{5 .  

  -@_ pkljlgod-!_df ul/Psf] sglkmu'/];g(Configurations)nfO{ 
;'/lIft tj/n] cfjZostf cg';f/ lgoldt ?kdf kl/jt{g ug'{ kg]{5 . 

  -#_ jfO{kmfO{ PS;]; KjfOG6sf] pks/0fx?df k"j{lgwf{l/t ?kdf rfn' x'g 
;Sg] cgfjZos ;]jfx? tyf ;]jfsf kf]6{x? aGb ug'{ kg]{5 .  

  -$_ jfO{kmfO{ PS;]; KjfOG6sf] pks/0fx?nfO{ n]o/ 6' 
cfO{;f]n];g(Layer-2 Isolation) k|bfg ug]{ u/L sglkmu/ ug'{ kg]{5 . 

  -%_ jfO{kmfO{ k|0ffnLnfO{ eng/]laln6L(Vunerability) tyf ;fO{a/ 
xdnfx?(Cyber Attacks) af6 arfpg ;do ;dodf ;km\6j]o/ k|0ffnLnfO{ 
cBfjlBs(update) u/L /fVg' kg]{5 .   

  -^_ g]kfnsf] k|rlnt sfg'gn] aGb]h nufPsf] ;fdu|Lx?df kx'Fr k'Ug 
g;Sg] u/L Joj:yf ldnfpg' kg]{5 .  

  -&_ jfO{kmfO{ ;~rfngdf k|of]u ePsf pks/0fx?nfO{ lj;h{g ubf{ 
;Dj]bglzn hfgsf/Lx? x6fpg' kg]{5 . 

 
*=  jfO{kmfO{ ;~rfngdf k|of]u x'g] pks/0fx?sf] ef}lts ;'/Iff M -!_ jfO{kmfO{ 

;~rfngdf k|of]u x'g] pks/0fx?sf] rf]/L tyf pQm pks/0fx?df cglws[t 
kxF'r /f]Sgsf] nflu pko'Qm ;'/Iff Joj:yf ldnfpg'' kg]{5 .  

-@_ pkljlgod -!_ df k|of]u ePsf pks/0fx?sf] lj:t[t e08f/0f 
ljj/0f cBfjlBs u/L /fVg' kg]{5 .  

 
(= jfO{kmfO{ ;~rfngdf k|of]u x'g] pks/0fx? 6fOk Pk|f]en u/]sf] x'g'kg]{]M -!_ 

jfO{kmfO{ ;~rfngdf k|of]u x'g] pks/0fx? k|flws/0faf6 6fOk Pk|f]en(Type 
Approval) ePsf] x'g' kg]{5 .  

-@_ jfO{kmfO{ g]6js{ :yfkgf ug]{ tyf ;]jf ;~rfng ug]{ sfo{ g]kfnsf] 
k|rlnt sfg'gsf] kl/lw leq /xL ug'{ kg]{5 . 
 

!)= ljj/0f ;'/lIft tj/n] /fVg'kg]{M -!_ k|flws/0faf6 jf g]kfn ;/sf/af6 ;do 
;dodf lgb]{zg eP adf]lhd k|of]ustf{n] k|of]u u/]sf] ;]jf tyf k|of]ustf{sf] 
klxrfg v'Ng] ljj/0fx? h:t}M k|of]ustf{sf] gfd, df]jfO{n gDa/ cflb, 
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pks/0fsf] klxrfg v'Ng] Dofs P8] «;, pbud laGb'sf] cfO{=lk=P8] «;, clGtd 
laGb'sf] cfO{=lk=P8]«;, k|of]ustf{sf] nuOg, nucfp6 ;];gsf] ;do / 
;dofjwL nufotsf ljj/0fx? e08f/0f u/L /fVg' kg]{5 . 

-@_ k|flws/0faf6 jf g]kfn ;/sf/af6 ;do ;dodf tf]lsP 
adf]lhdsf ljj/0fx? jf pkljlgod -!_ df pNn]lvt ljj/0fx? k|of]ustf{sf] 
ljZj;gLotf tyf uf]kgLotf sfod x'g] u/L ;'/lIft tj/n] 
u'KtLs/0f(Encryption) u/L /fVg' kg]{5 . 

-#_ pkljlgod -@_ adf]lhd /flvPsf] ljj/0fx? k|of]ustf{sf] ;xdlt 
a]u/ ;]jf k|bfg ug]{ ;+:yf cfFkm}+n] jf cGo s;}nfO{ klg pknAw u/fpg jf 
ljqmL ljt/0f ug{ kfOg] 5}g . 

-$_ o; ljlgodfjnLdf h'g;'s} s'/f n]lvPsf] ePtfklg sfg'g 
adf]lhd cg';Gwfgsf] nflu pkljlgod -@_ adf]lhd /flvPsf] ljj/0fx? 
clwsf/ k|fKt clwsf/L jf ;+:yfnfO{ pknAw u/fpg o; ljlgodfjnLn] s'g} 
afwf k'Ug] 5}g . 

 
!!= ;"rgf lbg'kg]{]{M jfO{kmfO{sf] k|of]u u/L s'g} ;'/Iff vt/fsf] cj:yf ;[hgf ePsf] 

kfO{Pdf t'?Gt ;DalGwt ;'/Iff lgsfonfO{ va/ ug'{ kg]{5 . 
 
!@= cg'udg tyf lg/LIf0f ug{ ;Sg] M  -!_ k|flws/0fn] cfkm\gf] sd{rf/L jf 

;DalGwt ljifosf] lj1af6 o; ljlgodfjnL adf]lhd sfo{ eP gePsf] 
;DaGwdf cg'udg tyf lg/LIf0fsf] sfo{ ug{ u/fpg ;Sg]5 . 

-@_ pkljlgod -!_ adf]lhdsf] cg'udg tyf lg/LIf0fsf] sfo{df 
cfjZostf cg';f/ ;DalGwt cg'dltkq k|fKt JolQmsf] k|ltlglwnfO{ ;d]t 
;dfj]z ug{ ;lsg]5 .  

-#_ pkljlgod -!_ adf]lhd cg'udg tyf lg/LIf0fsf] nflu 
k|flws/0faf6 vl6Psf] sd{rf/L jf lj1nfO{ cg'dltkq k|fKt JolQm jf To:tf] 
JolQmsf] u|fxsn] o; ljlgodfjnL adf]lhd sfo{ eP gePsf] ;DaGwdf 
lg/LIf0f tyf hfFra'em ug]{ sfo{df cfjZos kg]{ pks/0fx? pknAw u/fpg], 
ljgf cj/f]w sfof{nodf k|j]z tyf b"/;~rf/ k|0ffnLdf kx'Fr lbg] nufotsf 
cfjZos ;xof]u k|bfg ug'{ kg]{5 . 

-$_ k|flws/0faf6 cg'udg tyf lg/LIf0fsf] nflu vl6Psf] sd{rf/L jf 
lj1af6 dfu eP cg';f/sf jfO{kmfO{ ;~rfng ;DaGwL ljj/0fx? pknJw 
u/fpg' kg]{5 . 

 
!#= lgb{]zg lbg ;Sg] M -!_ ljlgod !@ adf]lhd k|fKt cg'udg tyf lg/LIf0f 

k|ltj]bgaf6 o; ljlgodfjnL cg';f/ jfO{kmfO{ ;~rfng u/]sf] gkfO{Pdf 
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k|flws/0fn] a9Ldf ^) lbgsf] ;dofjwL tf]ls cg'dltkq k|fKt JolQmnfO{ 
;'wf/sf] nflu lgb]{zg lbg ;Sg]5 . 

-@_ cg'dltkq k|fKt JolQmn] pkljlgod -!_ adf]lhd lbOPsf] 
cjlwleq o; ljlgodfjnLsf] kfngf ug{ tyf ug{ nufpg' kg{]5 . 

-#_ pkljlgod -@_ adf]lhsf] cjlwleq klg o; ljlgodfjnL cg';f/ 
sfo{ ug{ tyf u/fpg g;Sg] cg'dltkq k|fKt JolQmnfO{ k|flws/0fn] P]gsf] 
bkmf $& sf] pkbkmf  -!_ adf]lhd hl/jfgf u/L o; ljlgodfjnLsf zt{x? 
cg';f/ sfo{ ug{ yk ;dofjwL lbg]5 .  

-$_ pkljlgod -#_ adf]lhdsf] cjlwleq klg ljlgodfjnLsf zt{x? 
kfngf gug{] jf gu/fpg] cg'dltkq k|fKt JolQmsf] cg'dltkq k|flws/0fn] 
P]gsf] bkmf @* adf]lhd vf/]h ug{ ;Sg]5 . t/ vf/]h ug'{ cl3 ;kmfO{ k]z 
ug]{ plrt cj;/ k|bfg ug]{5 . 

 

!$= ljlgodfjnLsf] JofVof M of] ljlgodfjnLdf plNnlvt s'g} ljifodf l4ljwf 
pTkGg ePdf jf ljjfb pTkGg ePdf k|flws/0fn] u/]sf] JofVof clGtd x'g]5 . 

 


